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“Red Flag Rules” Compliance


“Red Flag Rules” Background

· The Federal Trade Commission’s Red Flag Rules require those covered to identify at-risk accounts and to define, detect, and respond to Red Flags to prevent or mitigate identity theft. 

· A “red flag” is a suspicious circumstance that prompts an institution or creditor to be alert for possible identity theft. 

· The compliance date for the Red Flag Rules is August 1, 2009.

“Red Flag Rules” Application
The Red Flag Rules apply to any entity that: (1) is a “creditor” and (2) has “covered accounts.” 
1.  What is a Creditor? Any entity who regularly extends credit.   
· Allowing for payment on a service after those services were provided 
· Allowing for installment payments

2.  
What is a Covered Account?  An account primarily for personal, family, or household purposes, that involves or is designed to permit multiple payments or transactions or for which there is a reasonably foreseeable risk of identity theft.
· Patient and students accounts (i.e., consumer rather than business accounts). 
· If multiple payments can be made on the account, it is likely a “covered account”.
“Red Flag Rules” Compliance:  Elements of an Identity Theft Prevention Program
· Identify red flags for covered accounts and incorporate into the Identity Theft Prevention Program;

· Detect red flags that have been incorporated into the Identity Theft Prevention Program;

· Respond to any red flags that are detected to prevent and mitigate identity theft; and

· Update the Identity Theft Prevention Program periodically, to reflect changes in risks of identity theft.

“Red Flag Rules” Coordination by Institutional Compliance

	Steps for Compliance
	Action Item

	1
	Development of HOOP Policy
	Approval by HOOP Comm.; Exec. Council; UT System

	2
	Identify Covered Accounts 
	Online Risk Assessment Survey

	3
	Identify Relevant Red Flags
	Coordinate Working Group Meetings

	4
	Detect Red Flags
	Coordinate Working Group Meetings

	5
	Respond to Red Flags
	Develop Risk Mitigation Plan 

	6
	Oversee the Program
	Develop Risk Mitigation Plan 

	7
	Train Employees
	Develop Risk Mitigation Plan 

	8
	Identify/Oversee 3rd Party Arrangements
	Develop Risk Mitigation Plan 

	9
	Approve the Identity Theft Prevention Program
	Approval by ECC 

	10
	Provide Reports and Updates to Program
	Reporting to ECC 











